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Executive summary
Enterprises across the board are planning for and implementing digital transformation policies
with the aim of building agile businesses better able to exploit digital technology in all its forms.
Those policies, however, are not without consequences, especially when it comes to additional
burdens being placed on the supporting network infrastructure, burdens which are being met
by diversifying into hybrid networks or software defined wide area networks (SD-WANs) where
regular broadband services are used to top up more traditional leased lines and MPLS services.
In this Computing research paper we look at both the benefits of using hybrid networks /
SD-WANs to help facilitate digital transformation and some of the issues associated with this
approach. Particularly when it comes to security which can be all too easily compromised as a
result of going down the hybrid route.
A lot more than just a catchy marketing slogan, digital transformation is a real and ongoing
process for organisations looking to modify both their business processes and supporting IT
systems to take advantage of what digital technologies have to offer. More than that, it’s fast
becoming essential as clearly highlighted in a recent survey of IT professionals from medium to
large enterprises, which shows the overwhelming majority of those organisations (70%) working
towards digital transformation at some level or other, and a large proportion (25% overall) making
it a key part of their business strategy (Fig. 1).

Fig. 1 : Do you have a digital transformation strategy?
8%
17%

30%

No
Just getting started
In some parts of the business
It is a major part of our overall
business strategy

24%

Yes, we are a digital-first business

21%

Computing | research paper | sponsored by Forcepoint 3

Securing the digital dream

Unlike other such trends, however, data transformation needs to be implemented well beyond
the data centre and applied to every area of the business, which these days is likely to much
more loosely structured. Indeed, almost three quarters (74%) of the survey respondents said they
would describe their organisations as “distributed” with multiple premises, remote and mobile
workers, complex supply chains and the like, and that number is only likely to grow as ever smaller
companies follow the lead set by large corporations and multinationals already treading the
distributed path.
At the same time as having to apply digital transformation to distributed business units, users
and supporting endpoint technologies, however, the enterprise is also having to grapple with a
fundamental change in the way the business-critical applications are deployed and accessed.
No longer the default platform for new IT systems, the on-premises data centre still has a major
role to play, but it is being seriously challenged by private and public cloud platforms.
It’s not a total wipe-out yet though, with few companies having gone as far as adopting a
“cloud only” strategy (Fig. 2). But the majority (85% of organisations polled) are choosing to
adopt cloud technologies and use that platform alongside the more traditional data centre,
with 20 percent putting the cloud first in that relationship.

Fig. 2 : Which of these describes best your cloud strategy?
4%

11%

20%
No cloud
Partial cloud
Cloud first
Cloud only

65%

The implication is that for digital transformation strategies to be effective they need to be
comprehensive and reach out across the supporting infrastructure. More than that, they need to
be designed to take full advantage of new, distributed, ways of working as well as the growing
dominance of cloud computing and use of other digital technologies.

4 Computing | research paper | sponsored by Forcepoint

Securing the digital dream

At the same time, however, those strategies need to understand and accommodate the unique
new stresses and strains these technologies can put on the supporting IT infrastructure. Especially
when it comes to connectivity, where organisations are finding that they have to re-architect
their networks in order to cope with not just increasing remote and mobile working, but the
escalating and rapidly changing workloads generated by digital applications which are just as
likely to be in the cloud as the data centre these days. Added to which, of course, the enterprise
still needs to protect those networks and its users against increasingly complex and sophisticated
threats, in turn giving rise to additional issues which need to be addressed as part of the digital
transformation process.

It’s the network, stupid
In essence, digital transformation in the modern distributed enterprise is all about getting the
right information to the right people in the right locations, at the right time. However, enabling
that to happen, and in an agile and flexible manner, is far from easy, with this simple description
hiding a multitude of complex technologies each with their own issues.
The right information, for example, requires advanced analytics and access in real time to
multiple data sources, whilst identifying the right people calls for sophisticated grouping and
authentication processes. Similarly, the right location is all about coping with mobility and
technologies such as web apps, routing and VPNs, and the right time with big data streaming,
application and network performance management.
All of this has to be 100 percent secure and ultimately it all relies on the supporting network which,
largely unnoticed by most of the organisation and unremarked apart from failures in connectivity,
has been undergoing a quiet transformation of its own in order to meet the ongoing demands of
digital transformation. This is particularly the case with Wide Area Networks where traditional
approaches have had to be modified and compromises made in order to keep up with the onward
digital march, as highlighted by a recent survey of Computing subscribers from medium to large
enterprises with significant WAN infrastructure.
As can be seen in Fig. 3 (see next page), the technological landscape here has shifted considerably.
Where once wide area networks were all about leased lines and, more recently, MPLS (Multiprotocol
Label Switching) services and private VPN technologies, now there’s a whole load of possibilities.
Everything from Carrier Ethernet to the increasing use of regular broadband including 3G/4G mobile
services, regularly employed by 46 percent of survey respondents.
More than this, companies are no longer always opting for a single service or technology to connect
users, applications, data and sites together, but building so-called hybrid networks or SD-WANs
spanning multiple services and technology offerings. Of the companies surveyed, 13 percent said
they were already using SD-WANs although, given the spread of different technologies shown to
be in use in Fig. 3, the actual number is probably much higher with the majority clearly aware of
the concept.
Awareness, however, is one thing, understanding the drawbacks and limitations as well as the
benefits, another altogether and worth discussing in a little more detail in the rest of this research
paper.
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Fig. 3 : Which of the following do you use?
SSL VPN

47%

3G/4G Mobile broadband

46%

Leased lines

43%

ADSL

42%

Fibre To The Cabinet (FTTC)

37%

Fibre To The Premises (FTTP)

32%

IPSec VPN

29%

MPLS

24%

Ethernet First Mile (EFM)

20%

Cable

13%

SDSL

10%

Building-to-building wireless
bridging

8%

VDSL

8%

Dial-up

5%

VPLS
None of these / don’t know

2%
3%
*Respondents could select multiple options.
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SD-WANs – the good
The benefits of hybrid networking aren’t that difficult to understand, in particular when it comes
to the most common setup where MPLS is combined with ADSL or other regular broadband
services.
Once considered the gold standard for corporate WAN connectivity, MPLS offers a high degree
of security and valuable performance guarantees but, as a mostly outsourced solution it can
be expensive, disruptive to install and, due to encryption overheads, it can lead to performance
bottlenecks. MPLS services can also be slow to provision and modify in response to changes in
demand, whereas regular ADSL and other broadband services are both cheaper and, in the main,
a lot more agile, as confirmed when we asked survey respondents to identify the advantages of
the SD-WAN approach as they saw them (Fig. 4).

Fig. 4 : What do you think are the advantages of SD-WANs?
Lower cost of ownership

50%

Increased agility when it comes to
deploying new sites and making
changes

49%

Better performance

47%

No need to change LAN
infrastructure

27%

Lower latency

26%

No need for specialist WAN skills

18%

Can route legacy protocols

8%

Other

1%
*Respondents could select up to three options.

The top two answers here, coming in pretty much neck and neck, were lower cost of ownership
compared to alternatives, together with increased agility to connect new premises and users and
make changes to configurations. Both come as a result of being able to leverage mass-market
broadband services and do so quickly (on-demand in some cases) and often on a pay-as-you-go
basis. Moreover, both are key considerations as distributed IT becomes commonplace with more
than a third of respondents polled working for organisations that already have 10 or more separate
premises plus large mobile workforces to support.
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Interestingly, almost half (47%) also rated performance as better with SD-WANs, possibly because
the lower costs allow greater bandwidth to be sourced. Added to which just over a quarter (27%)
valued the ability to extend WAN connectivity without having to make big changes to the local
network infrastructure or employ/train staff with specialist WAN skills (18%).
Respondents were also pretty well clued up when it came to how SD-WANs could help with digital
transformation with the most valued benefit, again, the agility afforded by being able to mix and
match network services.
Simply put, SD-WANs make it easier to rollout new applications and consume new services as they
become available as well as attach and drop devices, offices and whole networks to meet business
goals.

SD-WANs – the not so good
Clearly there are lots of good things to be gained from a hybrid approach to WAN connectivity,
many of direct benefit to the processes of digital transformation. However, that doesn’t mean
there aren’t drawbacks too, with complexity and accompanying security issues at the top of the
worry list.
This combination should come as little surprise because, although MPLS technologies are
inherently complex in their own right, when MPLS is the only service employed those complexities
can be quickly understood and accommodated. Moreover, much of the hard work will be done
by service providers along with specialists employed to look after specific implementation and
integration issues on the customer’s side. It may cost more, but this approach relieves the
organisation of many of the management worries and, properly implemented, MPLS has been
proven highly effective in meeting ongoing security and governance requirements across a broad
range of setups.
Open the floodgates to regular broadband services, however, and that comfort blanket starts
to disappear. Instead of a fixed set of “known” services managed and protected by experts,
the enterprise now has to cope with a mix of technologies each with their own specific limitations
and weaknesses with huge differences when it comes to the mechanisms for identifying and
patching potential vulnerabilities. Moreover, while specialist tools and expert services are available
to help secure these connections they come at an extra cost and may be specific to a particular
technology or service provider.
However, these issues are not insurmountable and the cost savings and increased agility mean
that for most organisations the extra effort required to handle the increased complexity will be
well worth it. However, businesses must ensure they are prepared, particularly when it comes to
security.
The need for additional security measures and tools to filter and monitor traffic across what will
often be inherently insecure connections not only adds to the workload of IT teams but can also
have implications for the management and performance of the network as a whole. This impact is
largely down to the technology involved but, when asked what security controls placed the biggest
burdens on network performance, the list of usual suspects was led by those which filtered traffic
streams for malware and inappropriate content, followed by the need for additional authentication
technologies. Packet sniffing tools and over-the-network patching were, similarly, identified as
common bandwidth hogs with data encryption and aggressive port and IP address blocking
strategies also leading to performance headaches.
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Add to all this the need to configure, monitor and manage the various tools involved and keeping
on top of security understandably becomes a great deal harder where SD-WANs are concerned.
Moreover there’s an equally understandable temptation to lower the shields and reduce security
controls in order to provide a quick fix when performance bottlenecks do occur.

Fig. 5 : Do you ever reduce security controls (e.g. packet sniffing)
in order to boost performance?
4% 4%
14%

Yes
Sometimes
Occasionally

50%

Rarely
No

28%

Indeed, as shown in Fig. 5, half of the respondents to the Computing survey admitted to doing
this. Most (28%) said it only happened rarely, but it appears to be a far from uncommon practice
and a real concern, raising the question as to how much businesses understand the need to
properly secure SD-WANs as they look to the technology to help them deliver digital services
efficiently and cost effectively.

Security is digital too
SD-WANs are without doubt of huge benefit to organisations looking to transform their IT
architecture to make it more responsive and flexible. The mistake some businesses are making,
though, is to believe that there is a simple like-for-like replacement for MPLS. They are not.
Other changes in the supporting infrastructure will likely be required to ensure they function
reliably and securely.
As with most IT related issues, there is no one answer to this question, but a number of
conclusions can be drawn from what’s happening and recommendations made, starting with the
need to include security as a fundamental consideration in any digital transformation policy.
Do not assume that existing security measures will suffice. It’s highly unlikely that they will,
resulting in a high risk of ending up with major holes in your defences just waiting to be exploited.
Rather you should expect to have to put extra policies and measures in place and expect to do this
for every type of connectivity and service provider employed. Moreover, you should not assume
that it will be easy, cheap or without implications in terms of both management overheads and
additional demands made of the network likely to impact on performance. Broadband service
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providers may lay claim to matching the security and ease of management of MPLS, but few
offer guarantees, especially where SD-WANs are deployed and even more so across distributed
organisations and those with business-critical workloads hosted by hybrid cloud platforms.
And lastly, given that cost is seen as one of the least problematic issues of SD-WANsenterprises
should accept that some of the savings to be had here are best re-directed at securing this
approach. Beyond that the best approach is for security measures to be applied consistently and
in a coordinated way across the various channels of communication that make up a SD-WAN,
regardless of technology, product, service or vendor. Yes. it may cost a little extra but a joined-up
approach is the only way of delivering a complete and consistent solution and is almost bound to
save money in the end.
There are existing solutions like Forcepoint Next Generation Firewall which can give digital
protection to your SD-WAN. It will take the burden off covering the not so good sides of the hybrid
networks like complexity of management, configuration and orchestration of SD-WANs. On the
other hand it enhances the good sides of SD-WANs like reduced cost, load sharing traffic across
multiple WAN connections and providing secure VPNs and possibility to additional network
services.

Conclusion
As the results of the Computing survey behind this research paper show, in many respects the
adoption of SD-WANs is the inevitable consequence of the drive towards digital transformation
and an approach with many clear benefits including cost savings and the flexibility to quickly add
new services and devices. That said, it’s not something which should be undertaken lightly with
careful research required to fully understand and cope with the various implications and many
drawbacks, especially when it comes to the additional security risks posed by leaner, more agile,
connectivity technologies.
Proper planning for both the management and security of all connectivity channels is needed.
Existing measures are unlikely to be enough and, against an increasingly complex and
growing threat landscape, this planning needs to be included from the very start of the digital
transformation process rather than added on as a firefighting exercise after the fact to fully
protect the SD-WAN and, thus, better secure the digital dream.
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